Acceptable Use Policy - Pupils

Scope of this Policy

This policy applies to all pupils currently enrolled in school.

This policy works in conjunction with the school’s bring your own device (BYOD)
policies. This policy concerns the access and use of school equipment but also has
general guidelines on behaviour that should also apply to the BYOD scheme.

Online behaviour

Pupils should follow these principles in all online activities:

Ensure that any online communications, and any content shared

onling, is respectful of others.

Do not access, create or share content that is illegal, deceptive, or likely to
offend other members of the school community (for example, content that is
obscene, or promotes violence, discrimination, or extremism).

Respect the privacy of others. Do not share photos, videos, contact details, or
other information about members of the school community, even if the
content is not shared publicly.

Do not access or share material that infringes copyright, and do not claim the
work of others which includes that of Artificial Intelligence (Al tools
such as ChatGPT as an example) as your own.

Do not use the internet to distribute malicious software, to damage, interfere
with, or gain unauthorised access to the computer systems of others, or carry
out illegal activities.

Using the school's IT systems

Whenever you use the school's IT systems (including by connecting your own device
to the network) you should follow these principles:

Only access school IT systems using your own username and password.

Do not attempt to bypass the content filters or other security measures
installed on the school's IT systems, and do not attempt to access parts of

the system that you do not have permission to access.

Do not attempt to install software on, or otherwise alter, school IT systems.
Do not use the school's IT systems in a way that breaches the principles

of online behaviour set out above.

Remember that the school monitors use of the school's IT systems, and that
the school can view content accessed or sent via its systems.

Printing

Printed material should be collected from the school's printers as soon as possible. If
you have accidently printed to the wrong printer, please try and cancel this job or ask
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permission from the teacher to retrieve the printed work from the printer. Try not to
send the same job to another printer. The school printers are for school use only. You
should not print anything that is not to do with school.

Mobile Phones

Sixth Formers should keep their devices out of sight at all times. The only exception is
when a teacher requires you to use your phone as part of a lesson. All other year groups
are required to hand in their devices at the start of the school day.

Never take inappropriate pictures of yourself and send to your friends or upload them
onto social networking sites. Never forward inappropriate pictures that you have received
from somebody else. Never violate any other school rule (such as partaking in harassment,
bullying etc.) while on your mobile.

Security

The school will issue all pupils from reception with school computer accounts and
passwords. These accounts protect you and your files. Pupils should adhere to the rules
below when using school computer systems;
' Do not share your username or password with another pupil.
' Do not use another pupil's account. The school will take deliberate attempts
to do so very seriously.
' Pupils should never attempt to alter, delete or move other user's files
without their permission.
' Pupils should never attempt to bypass the school's security or
filtering technology.
' You should never try to bypass any of the security or filtering systems, this
includes using proxy bypass sites or VPNs etc. These systems are in place
to protect you from illegal sites, inappropriate content, protect you and
the school from criminal hackers, and is a legal requirement mandated
by the UK's Department for Education (please see the safeguarding
document “Keeping Children Safe in Education” for further information
on the school’s responsibilities with respect to filtering and protection of
pupils under 18).

Using school systems from home

Pupils are permitted to access certain school systems while away from school such as
Google Classroom or Microsoft Office 365 environments (or other appropriate platforms).
Pupils should respect the same rules of these systems while accessing them from
outside the school as are applied within the school.

Do not use the school's systems to store files, images, movies, games or other
software that are not school related.

If the school has issued you with a laptop or other device, you are permitted to use this
device off-site under the same rules as are applied to it within school.
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Breaches of this policy
Pupils are expected toadhere to this policy for their own safety, protection and to protect

pupils’ own work. The school takes any deliberate breach of this policy very seriously
and failure to follow this guidance may result in sanction

Reporting Concerns

Pupils should report any inappropriate content, cyberbullying, or security concerns to a
trusted adult, teacher, or the designated safeguarding lead - Mrs C Havard. The school will
investigate all reports confidentially and take appropriate action.

Policy Review

Reviewed Date Next Review

September 2026 September 2027
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